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Abstract— The primary objective of ad hoc network routing protocols is to construct an efficient route between source and destination 
nodes, with the intention that the messages may be delivered on time without any delay. Therefore, route construction must be done with 
less routing overhead and bandwidth consumption. One way to reduce routing control traffic is to divide the network into clusters. In most 
MANET clustering protocols, the leader node (cluster head) acquire on a special role in managing routing information. Due to highly 
mobility, the cluster head may move often, that leads to frequent re-clustering. This in turn, agitates the stability of the whole network. To 
enhance the network stability and bandwidth consumption, we introduce a new cluster-head election scheme to reform the cluster. This 
scheme is based on providing an alternative clusterhead (SCH) for each primary clusterhead (PCH). This SCH is an ordinary member 
node, which is identified and elected by its PCH to be the future leader of the cluster. When the PCH is no longer being a cluster head, the 
SCH will be triggered to be the PCH, by the former PCH. Since the SCH is known by all member nodes, the cluster leadership is 
transferred efficiently without affecting the performance of the network. Also, our proposed protocol (SD-CBRP) aims at improving quality of 
service with security. The performance of the proposed scheme is evaluated with NS2 simulator and shows better performance in terms of 
the packet delivery ratio, throughput and delay when compared to a weighted cluster based protocol (CBPMD). 

Index Terms— MANET, Primary cluster head (PCH), Secondary cluster head (SCH), Stability, Security.  

——————————      —————————— 
 

1 INTRODUCTION                                                                     

HERE are two types of wireless networks: Infrastructured  
networks, and Infrastructure less networks. Infrastruc-
tured networks are referred to as “managed” wireless 

networks, as it consists of one or more access points (known as 
gateways or wireless routers) connected to the network. Ad 
hoc wireless networks are also referred to as “unmanaged” 
wireless networks, as it consists of each device connecting di-
rectly to each other. That is , its a decentralized type of wire-
less network.  
The types of ad hoc networks are as follows: Mobile ad hoc 
networks (MANETs), vehicular ad hoc networks (VANETs), 
Internet based mobile ad hoc networks (iMANETs), Intelligent 
vehicular ad hoc networks (InVANETs). [1] 

 
MANETs has no fixed routers; all nodes are capable of move-
ment and can be connected dynamically in an arbitrary man-
ner. Nodes of these networks function not only as an end sys-
tem, but also as a router to discover and maintain routes to 
other nodes in the network. Example applications of mobile 
ad-hoc networks are: emergency search-and-rescue opera-
tions, Conventional meetings in which persons wish to share 
information, and data acquisition operations on inhospitable 
environment.  

Due to the limitations of power, transmission range and node 
mobility, path failures are very frequent in this type of net-
works. To accommodate frequent path failures, special routing 
protocols are necessary [4]. 

Routing Protocols in MANET can be broadly classified as pro-
active, reactive, and hybrid. In proactive or table-driven proto-

cols, each node maintains a routing table, containing routing 
information on reaching every other node in the network. All 
the nodes update these tables so as to maintain a consistent 
and up-to-date view of the network. DSDV (Destination-
Sequenced Distance Vector), is one of the popular proactive 
routing protocols. 

In reactive or on-demand routing, all up-to-date routes are not 
maintained at every node. Instead, the routes are created as 
and when needed. When source wants to send data to the des-
tination, it invokes a route discovery mechanism to find the 
path to the destination. DSR (Dynamic Source Routing), 
AODV (Ad hoc On-Demand Distance Vector Routing), are 
some of the popular reactive routing protocols. 

Hybrid protocols combine the benefits of both proactive and 
reactive routing and overcome their shortcomings. Normally, 
hybrid routing protocols for MANETs exploit hierarchical 
network architecture. That is, proactive and reactive routing 
approaches are exploited in different hierarchical levels, re-
spectively [4]. That is, if the mobile nodes in MANET are as-
signed different roles and functionalities, the network topolo-
gy is said to be hierarchical. 

In cluster-based hierarchical routing, nodes are hierarchically 
organized into clusters or groups based on their relative prox-
imity to one another. It greatly increases the scalability of rout-
ing in ad hoc networks by increasing the robustness of routes. 
Example: Cluster Gateway Switch Routing (CGSR) [5]. 
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1.1 Applications of MANET 
With the increase of portable devices, ad hoc network is gain-
ing its importance with large number of widespread applica-
tions. They include: 
• Military battlefield: Military equipments now a days rou-

tinely contain some sort of wireless equipments. Ad hoc 
networking can be effectively used in military to maintain 
information between soldiers, their vehicles and with 
their head quaters. 

• Commercial sectors: ad hoc networks can be used in 
emergency rescue operations for disaster relief efforts. For 
example, fire, flood or earth quake etc., 

• Social sectors: ad hoc network can be used with laptop 
computers or palmtop computer to share the information 
among others academic environments like virtual class-
rooms, virtual conferencing, etc., and other civilian envi-
ronments like sports stadium, taxicob, and aircrafts and 
many more. 

1.2 Objectives of clustering in MANET 
Clustering technique is one of the most important techniques 
that help to provide resource management in MANET [6]. In 
this technique, the nodes in the network can be either grouped 
into a number of overlapping or dis-joint clusters. The cluster-
based MANET defines three types of nodes as shown below: 
1. Cluster head (CH): It acts as a coordinator within its 

group or cluster. 
2. Cluster member: It is ordinary nodes that communicate 

only with its CH. 
3. Gateway node: It is a node that is within the transmission 

range of more than one cluster [7]. 

1.3 Problem Definition 
One of the key challenges of a cluster based routing protocol is 
the appointment of a proficient cluster head. The cluster head 
can be elected either by considering single performance metric 
or multiple performance metrics. Multiple metrics based clus-
tering schemes performs better than single metric based clus-
tering scheme hence it takes multiple parameters such as 
node’s degree, mobility, energy, bandwidth, etc. Therefore, in 
our proposed clustering protocol, we take multiple perfor-
mance factors for the election of primary and secondary clus-
ter head. 
 
Another important issue of cluster based routing is to reduce 
the routing overhead. During the route discovery phase, the 
cluster heads and gateway nodes are flooded with route re-
quest (RREQ) and route reply (RREP) packets. Therefore, due 
to the nature of high mobility of ad hoc networks, any inter-
mediate CH or gateway may move during the route reply 
process. So, in order to reduce the routing overhead and to 
address the cluster head mobility, we propose a double cluster 

head based protocol to facilitate route discovery and mainte-
nance and to improve network stability. 

The rest of the paper is organized as follows: In Section –II, 
summary of previous related works was presented. Section-III 
consists of the overview of the proposed solution and the es-
timation of metrics that are chosen for the proposed clustering 
protocol was discussed. Section-IV shows the performance 
evaluation of our proposed work. Section V concludes the pa-
per and gives directions for future scope. 

2 LITERATURE REVIEW  
In this section, we broadly classify the literature study into 
two sections namely: attacks in MANETs and secure routing. 
 
2.1 Attacks in MANETs 
In snooping, the nodes misuse the inherent trust between 
nodes to eavesdrop on packets to obtain packet payload data 
and routing information.  
 
In flood storm attacks, malicious nodes flood the network with 
route requests and route replies, effectively paralyzing the 
network.  
 
In tampering attacks, the intermediate nodes modify the pack-
et content or change source and destination address. Data 
packets are prevented from reaching node and also nodes are 
prevented from sending data packets in denial of service at-
tacks.  
 
In rushing attacks, a malicious node establishes routes 
through it. 
 
In blackhole attack, malicious nodes advertise them as having 
shortest route to destination node, thus all traffic is forwarded 
toit and the node does not forward any traffic at all. 
 
 A wormhole attack creates a tunnel called, wormhole tunnel, 
between two nodes [11]. A wormhole tunnel diverts packets to 
some random node in the network rather than the intended 
destination.  
 

2.2 Secure Routing 
Zapata et al., [11] presented an overview of various approach-
es to secure routing protocols in MANETs. An extension of 
AODV, secure AODV was proposed which provides security 
features to the routing protocol. Features like digital signa-
tures and hash chains were incorporated to secure the AODV 
messages. Digital signatures are used to authenticate the non-
mutable fields of the messages and hop count information is 
secured using hash chains. The route error messages generat-
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ed by a node are signed using digital signatures and forward-
ed. Neighbor nodes verify the signature before forwarding. 
 
Deng et al.,[11] performed a study on the security issues in 
particular about black hole attacks when routing is performed 
in a MANET and also proposed a solution for AODV routing 
protocol. The authors discussed the routing security issues in a 
MANET and give an overview of current security schemes 
proposed for MANETs in the literature. To mitigate the black-
hole attacks, it was proposed to disable the ability of the in-
termediate nodes to reply and all reply messages can be sent 
from the destination node only, but the routing delay increas-
es considerable to make it infeasible. A more workable solu-
tion was proposed where using one more route to the inter-
mediate node that replies the RREQ message to chek whether 
the route to the destination exists or not and also use the 
method only when there were suspected node in the network. 
Their simulation results showed that the proposed method 
was able to secure AODV from blackhole attack and achieve 
increased throughput. 
 
In [12], authors attempted to detect the malicious node in 
AODV protocol under different density of node with number 
of attacks. They compare normal AODV with AODV affected 
by malicious nodes which shows that there is degradation in 
performance of normal AODV due to malicious nodes. 
 
In RCBRP [12], route discovery is done by inter-cluster on-
demand and intra-clsuter table-driven routng, which increases 
only throughput but not other QOS paramenters [desktop-9]. 
 

3 PROPOSED SOLUTION 
3.1 Overview 
 
Our proposed protocol, which is named “Weighted Double 
Cluster-head Based Routing Protocol” (WDCBRP) is a double 
cluster head based routing, in which, primary & secondary 
CH will be elected for each cluster. WDCBRP aims at improv-
ing route stability by reducing frequent path failures through 
primary & secondary CHs. 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 

3.2 Cluster Formation 
The following assumptions are made before cluster formation: 

i. Each mobile node joins exactly with one cluster-head. 
ii. The optimal number of nodes in the cluster is as-

sumed to be ‘n’. 
iii. The co-efficient values used in the weight calculation 

of nodes assume the following: w1=0. 3, w2=0. 3, 
w3=0. 2, w4=0. 2. The sum of these co-efficient is 1. 
These co-efficient values are used to normalize the 
factors such as mobility, link quality, residual energy 
and bandwidth efficiency of the mobile node, during 
node weight calculation. 
 

1. PCH and SCH  Selection 

Initially, each mobile node broadcasts a beacon message to 
notify its presence to its neighbors. The beacon message con-
tains the state of the node. Each node builds its neighbor list 
based on the beacon messages received. The cluster-head elec-
tion is based on the weight values of the nodes and the node 
having the highest weight is chosen as a primary cluster-head. 
And, the node with second highest weight is chosen as sec-
ondary cluster-head. 
 
Based on the following algorithm, each node computes its 
weight value: 
1) Broadcast a beacon signal to all its neighbor nodes in the 
transmission range. 
2) Process the beacon signals received from the neighbor 
nodes in the network and form the connection matrix ‘A’. 
3) Compute the average speed for a mobile node until the cur-
rent time T. This gives the measure of the mobility M, based 
on the X-co-ordinate and Y-co-ordinate of the mobile node at 
all previous time instance‘t’. [11], using equation (1) 

Mv= 
1
𝑇
∑ �(𝑋𝑡 − 𝑋𝑡−1 )2 + (𝑌𝑡 − 𝑌𝑡−1 )2𝑇
𝑡=1                     (1) 

4) Compute the link quality LQ, ie., stability of the mobile 
node by finding the ratio of first signal and last signal re-
ceived,using equation (2) 

𝑀𝐷𝐴 =1
𝑁
∑ 𝐷𝐴,𝑖
𝑁
𝑖=1                                                           (2) 
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Fig-1: Overview of proposed work 
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5) The energy consumption is assumed to be more for a clus-
ter-head when compared to an ordinary node. Because,   clus-
ter-head is periodically sending beacon signals to its member 
nodes, and routing the packets to its neighbor clusters, using 
equation (3) 

LQA = MDt –MDt-1   [10]                                              (3) 

6) Bandwidth efficiency can be calculated by finding the dif-
ference between channel capacity of the mobile node and its 
utilized bandwidth, using the equation (4). 
       Available Bandwidth (BW) =  
            Channel Capacity - Utilized Bandwidth [2]            (4)                                         
7) The combined weight value Wv for a node is calculated 
based on the following formula: 
       Wv = (W1*LQ + W2*RS + W3*BW) / (W4*Mv),  
Where LQ is the link quality, Rs is the residual energy, BW is 
the available bandwidth and Mv is the mobility of the mobile 
node. 
8) Broadcast Wv to all its neighbor nodes. 
9) Process the signals received from the neighbor nodes and 
identify the weights of its neighbors. 
10) Compare the weights of its neighbor nodes with its weight 
Wt (V). 
11) The node with the highest Wv is elected as primary cluster 
head. 
12) The node with second highest Wv is elected as secondary 
cluster head. All the neighbors of the chosen primary and sec-
ondary cluster heads are no more allowed to participate in the 
election process. 
13) All the above steps are repeated only for the remaining 
nodes, which is not yet elected as primary or secondary cluster 
head or assigned as a cluster member to a cluster group. 
 
An example of three overlapping clusters with PCH, SCH 
and gateway nodes are shown below: 
 
 
 
 
 
 
 
 
 
 
 

 

3.2 Cluster Maintenance 

It is the second phase of our cluster algorithm. If the moving 
node is a member node, it will not affect the cluster structure. 
If the moving node is a primary or secondary cluster head, the 

cluster structure has to be reorganized by invoking our pro-
posed clustering algorithm to elect cluster heads.  

But, in our proposed clustering algorithm, the primary & sec-
ondary CH has been chosen based on the combined metrics 
such as mobility, link quality, residual energy and bandwidth. 
Therefore, cluster head movements would not happen fre-
quently. But, due to high mobility, cluster heads may move. If 
the primary cluster head is about to move from its boundary, 
it signals the secondary cluster head, and secondary CH 
would take the role of primary cluster head, thus avoids path 
failure & improves cluster stability.  
1. Detection of Malicious Nodes 

During the transmission of packets from source to destination, 
the intermediate node which does not participate in routing 
process is considered as malicious nodes. The malicious node 
leads to several attacks. The security algorithm that we pro-
posed below helps in isolating the malicious nodes thus by 
preventing packets from wormhole, black hole and Denial of 
Service (DoS) etc., 
 
2. Proposed Secure routing scheme 

Quality of service requires security mechanism to ensure ap-
propriate service assignment. In our proposed double cluster 
head based secure routing scheme, se implement a security 
mechanism which starts with data protection like crypto-
graphic process. In cryptographic process, Diffie-Hellman al-
gorithm is used for encrypting and decrypting the data. It is 
an asymmetric key cryptography which is used for key ex-
change. The source and destination nodes create a session key 
to share the information.  
 
3. Elliptic curve digital signature algorithm 

After cryptographic process, the secret signature is inserted by 
this Elliptic Curve Digital Signature Algorithm [12] along with 
session key and forwards to destination. The intermediate 
node simply forwards the packets. The destination node 
matches the signature, if it matches the information be de-
crypted. If it does not match, the destination node cannot be 
able to access the information. Thus, elliptic curve digital sig-
nature algorithm provides authentication and security. Thus 
high level of security is implkemented along with the QoS. 

4 SIMULATION RESULTS  
4.1 Simulation Model and Parameters 
The Network Simulator (NS-2) [12], is used to simulate the 
proposed architecture. In the simulation, mobile nodes are 
randomly deployed in 750 meter x 750 meter region for 50 
seconds of simulation time. All nodes have the same transmis-
sion range of 250 meters. The simulated traffic is Constant Bit 
Rate (CBR). 
 

  Primary CH 

Secondary CH 

Ordinary member  

Gateway node 

Fig.1. Cluster Formation in MANET 
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The simulation settings and parameters are summarized in 
Table-1. 
 

Number. of Nodes 100 to 500 
Node Speed 5m/s to 25m/s 

Area Size 750 X 750m 
Mac IEEE 802.11 

Transmission Range 250m 
Simulation Time 50 Sec 

Traffic Source CBR 
Number of CBR 

connections 
10 

Packet Size 512 
Rate 50kb 

Initial Energy 20 Joules 
Transmission Power 0.660 

Receiving Power 0.395 
Table-1 Simulation settings 

 

4.2 Performance Metrics 
The proposed SD-CBRP is compared with the CBPMD proto-
col. The performance is evaluated mainly, according to the 
following metrics. 
 Packet Delivery Ratio: It is the ratio between the number 

of packets received and the number of packets sent. 
 Delay: It is the average end-to-end delay measured in 

seconds. 
 Throughput: It is the average number of packets received 

per second. 

 

4.3 Results 
1. Based on Node Speed 

The speed of the mobile node is varied from 5m/s to 25m/s 
for 100 nodes. 

 
Fig 2. Speed Vs Delay 

 
Fig 3. Speed Vs Delivery ratio 

 

 
Fig 4. Speed Vs Throughput 

5 CONCLUSION 
Mobility of nodes cause frequent route failure. Therefore, it is 
evident from the simulation results that, our proposed protocol 
SD-CBRP avoids frequent cluster re-affiliation and gives better 
results in terms of increased throughput and packet delivery ratio 
when compared to CBPMD. Also, it adopts a secure routing 
scheme to ensure appropriate service assignment. As a result, the 
average end-to-end delay is reduced and by designating double 
cluster heads, link breakages are avoided. 
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